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Focusing on user onboarding is a staple way to ensure your business offers an
attractive experience to its audience — whether they're brand-new users on a free
trial or long-term customers trying to get to grips with your latest products and
features.

Consider app user onboarding as an example. Eight out of ten would-be app users
said they deleted an app because they couldn’t work out its interface, according
to Wyzowl's Customer Onboarding Statistics 2020 report. This is a testament to the
importance of a fast and intuitive user onboarding experience.

In this guide, we look at the definition of user onboarding, how best to measure it
and ensure its success, and some examples of how you can implement it.

What Is User Onboarding?

User onboarding is the process of a user both signing up for and becoming familiar
with a service, product, facility, and/or subscription. It also focuses on their overall
experience after they've signed up for whichever offering they’'ve chosen.

A sign of good user onboarding is a short time to value. That is, how long it takes —
if ever — for the user to find value in the service they've registered to use. Another
sign is a low customer churn rate.

While user onboarding is chiefly associated with the initialization of a new user (i.e.
the initial onboarding phase), it can also refer to the ways an organization can
accommodate and retain even very long-time users. After all, there can always
be new chances for increasing user engagement with a service, such as through
feature updates and product announcements.

The term for when organizations focus on user onboarding as a way to achieve
long-term user retention is “continuous user onboarding”. This is where an organi-
zation continues to accommodate, support, and inform its users even after they've
been successfully and effectively onboarded and introduced to a product.

Doing so will pay dividends: According to Wyzowl, 86% of people claim to be more
likely to stay with a business if it invests in continuous onboarding content.
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Organizations can learn a lot about how their users fare during both the early and
late stages of user onboarding processes. Many businesses, therefore, request user
feedback both during and after they have first introduced users to their service or
product. This is in the interest of ticking the right boxes for quality assurance and
user engagement, and ultimately retaining as many customers as possible.

Fortunately, the key to achieving customer retention is often this simple: Avoid cus-
tomer churn. It is important to remember that even low-friction processes, such as
random password checks, can be off-putting for some new users of a service. Those
points of frustration often continue long after people have initially been onboarded.

Aside from successful user onboarding processes, unsuccessful ones can also be
useful, inasmuch as they are a good learning experience for the organization. This
is why many service subscribers are given a kind of “Sorry you want to leave — what
about our service could we improve?” questionnaire when they part ways.



How Does User Onboarding
Work?

User onboarding works by organizations learning about their users and acting on
that knowledge in the onboarding process, such as by rejecting suspicious appli-
cants and approving legitimate ones. A user onboarding process is most functional
and effective when it is tailored to the demands and attributes of each person it's
targeted at.

Let’s start with the example of app user onboarding here. As digital online tools,
apps offer organizations a chance to gather data about their users through such
technologies as cookies and social media profiling and integration. These da-
ta-driven processes help businesses not only determine who they can trust but
also how to target suggested features of the app based on each legitimate user’s
activity and data.

The Purchase Funnel

. Awareness Market Potential
e

Customers — ready to be onboarded

Of course, user onboarding doesn’t have to be purely data-driven and digital. In
fact, it can be a largely manual process, especially when the type of user onboard-
ing isn't app-based and instead relates to a different subscription-based service.

For example, while most banks offer online banking apps, a bank’s user onboarding
process doesn't necessarily require an app (or even a smartphone, for that matter).
You could walk into a bank branch and simply fill out a registration form.
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There would still be typical user onboarding processes that the form would be de-
signed to carry out, such as:

Finding out the user’s contact details
Identifying and verifying the user’s details and legitimacy — or lack thereof

Determining whether the user complies with the bank’s terms and conditions

User onboarding processes work by ascertaining who a user is, how to contact
them, and whether they are legitimate and compliant with the organization’s pol-
icies — and ultimately accommodating safe users while rejecting dubious ones.

How they work best, however, is when organizations go one step further: They use
their onboarding process to ensure that they get to know their legitimate users and
act on their specific requirements and preferences.

Here are some examples of the approaches
taken to achieve such a tailored user
onboarding process:

Accessibility options: People who are visually impaired can be asked if
they require a larger font in their registration form. Future documentation,
such as email updates, can then be presented in the same way.

Personalized features: Users who are informative when asked for their
hobbies and tastes are more likely to help the organization learn how best
to make their product or service uniquely attractive to each member of
their user base.

Targeted adverts: Assuming the user agrees to receiving marketing and
advertising materials, asking for their interests will help the organization tailor
their commercial approach accordingly. An example is an ecommmerce
company asking its users whether they're interested in buying technology,
clothes, ornaments, and so on.

This knowledge of user preferences has the added benefit of allowing the organi-
zation to know what advertising sponsorship deals will work best. In fact, targeted
adverts go hand-in-hand with both user onboarding and continuous onboarding.
That's because understanding a user’s preferences and how best to accommodate



them is a useful marketing strategy from the very beginning of a user’s journey and
through every following stage.

User onboarding works best by making sure the process is safe, secure, and ac-
commodates anyone who takes part in it. When carried out effectively, user on-
boarding makes a business more worthwhile for legitimate users and protects
against suspect ones.

Stages of User Onboarding

The stages of user onboarding follow pre-onboarding (which is where the user ob-
serves what the product or service offers before registering to be a part of it). User
onboarding stages encompass everything from signing up for a service through
to and including ongoing use.

In other words, continuous user onboarding encompasses everything up to account
termination — if or when the user either cancels or is made to cancel their user journey.

Let’s take a look at each stage that occurs between pre-onboarding and account
termination:

Sign-up and security checks: The user registers to the product or service
(the offering) and verifies their identity and legitimacy through security
processes such as ID card checks.

Account setup: The user voices their requirements and preferences. A typ-
ical example is when the user is directed to a browser page or app where
they can input whether they wish to receive marketing materials, alongside
whether it should be by text, email, or post.

Tutorial and general support: The user makes use of the offering for the
first time and is informed how to use it. A member of staff will often be on
hand to answer any questions at this stage.

Continuous onboarding: The user's membership and utilization of the offer-
ing becomes ongoing. It is largely down to the organization to ensure that
this process lasts as long as possible by informing and accommodating
the user throughout.



After the continuous onboarding process, there is only one more stage that can
apply if or when the user cancels (or is made to leave) the account: the account
termination stage.

While there are many ways for an organization to implement user onboarding
stages, they are fundamentally ordered by the user registering, setting up their
account, learning about how to use it, and then using that account on an ongoing
basis until the time comes for account closure.

User Onboarding Examples

There are many ways that organizations can offer user onboarding. Let’s take a
look at the various ways that it can be implemented.

Dynamic onboarding: This is when the registration form saves the
user time by determining whether further questions are required
based on their answers. For example, if a user were to answer “Un-
employed” when question 1 asks for their occupational status, they
should not then be asked in question 2, “What is your job title?".

This is of course more practical when the onboarding form is digital, be-
cause browser pages and apps can automatically tailor their questions
based on the user’'s answers. The non-digital equivalent would be a paper
form that says something like, “If you answered “Unemployed” to question
1, please skip question 2”.

Interviews and meetings: Some organizations complement the data they
glean from user onboarding and continuous user onboarding processes
with in-person conversations with some users. Doing so avoids the over-
simplification that can come from only being given questionnaire answers.

Test audiences: Some organizations run their business’s features, plans,
and suggestions past a group of users so that they can determine how
workable and attractive their offering is on a wider scale.

Anonymous feedback and suggestions: Business decision-makers know
that some of their users will hide or filter their true feelings about the offer-
ing because they may feel awkward about making complaints. With this
in mind, many organizations send out mass email campaigns to their user



base requesting that recipients explain their likes, dislikes, and suggestions
about a service or product.

Forward-thinking businesses should consider the fact that there are many examples
of user onboarding processes and approaches, and this is because onboarding
should be a continuous system. A simple registration followed by a tutorial may
not offer enough data and other information to any party involved.

What s In-App User Onboarding?

This term focuses on the initialization process for new users of a service — just like
user onboarding itself — but it solely concerns onboarding features belonging to
and displayed by smartphone apps.

In-app user onboarding is sometimes called mobile app onboarding. It encom-
passes many facets that reduce the chances of a new app user churning. Examples
include free or affordable subscription options and a strong user experience and
interface.

Here are some examples of the aspects
involved in in-app onboarding:

An introductory email and/or text — essentially the digital equivalent of a
welcome letter, which often thanks the user for downloading the app.

A list of testimonials to build user trust and show users what other people
have found useful about the app.

A tutorial formed of interactive annotations, tips, and help buttons designed
to clarify what each part of the app is used for.

A video that demonstrates a typical use case of the app or walks through
how to use it.

A progress indicator to help reduce the frustration that comes with fric-
tion or the waning patience resulting from clicking and typing your way
through tutorials and user questionnaires.



Many progress bars are complemented with encouraging notes like
“You're almost done!” and “Almost there!” to help registering users know
that there is indeed an end in sight!

A request for personal preference input, wherein the app asks the user
to apply their configuration in its settings (an example is when users with
sensitive eyes tick a box for Dark Mode).

At this stage, to keep the user at ease, many onboarding prompts say
“You can change your settings back at any time”, emphasizing the app’s
customizability and user-friendliness.

A user feedback survey so the organization can determine what did and
didn’t work about its onboarding processes.

A security questionnaire, which aside from making the obvious requests for
a username and password, may also require you to set up and complete
multi-factor authentication (MFA) and biometric identification checks.

It's important to note that in-app user onboarding processes should always require
some degree of friction. After all, without it, there would be no security checks in
place. That said, many onboarding-based security processes only become strin-
gent when there are causes for caution about the individual.

For example, it's more likely that a politically exposed person (PEP) will need to verify
themself and their reasons for using an online banking app than a member of the
general public. This process of applying proportionate security checks based on
whether the user is considered high-risk or low-risk is known as dynamic friction.

There are of course many other ways to achieve in-app onboarding. In fact, some
software as a service (SaaS) companies, SEON included, not only provide tutorials
and other helpful prompts, but complement those resources with a sandbox en-
vironment. Sandboxes are essentially simulations, so the user can experience the
software on a completely hypothetical, demonstrative basis without running any
risk of upsetting the settings, user experience, and overall functionality of the real
part of their application.

However a company wishes to engage with its app users, in-app user onboarding
— whether it's initial onboarding or the long-term version known as continuous in-
app user onboarding — exists to reduce customer churn and help app users feel
welcomed, well-informed, and loyal to the company’s software.
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What Are the Best Practices for
User Onboarding?

Best user onboarding practices are fundamentally about understanding both your
customers’ and your market’'s needs, offering no more and no fewer stages in the
process — especially security checks — than are required, and making it clear that
the customer will benefit from the product or service in the long run. The best prac-
tices are those that balance minimal friction with high usability.

We'll take a closer look a the minimization of
friction shortly, but for now, let’s focus on some
other key best practices:

Tailor your onboarding and respect each individual’s needs: Always be
mindful of your prospective applicants as individuals, not just potential
users. Tailor your onboarding based on different people’s needs and pref-
erences, such as special visual cues for the visually impaired, to ensure that
you have respectful accessibility and usability offerings in both your user
onboarding and continuous onboarding stages.

Maintain feedback, troubleshooting, and problem reporting measures:
Welcome your users’ feedback so you can continually improve and cus-
tomize your onboarding processes based on it.

Carry out market research: Develop an understanding of how your target
audience would like to carry out their onboarding journey and indeed the
customer journey itself. For example, if your target market is mainly young
people and you're offering an app to them, the training part of your user
onboarding process may benefit from gamification. This is where you use
games such as interactive quizzes with rewards to help inform and educate
your customers.

Ensure a strong time to value: Time to value is how long it takes a pro-
spective user to find your product or service worthwhile. Ensuring a strong
time to value is a core best practice of a user onboarding process. It is also
the product of a successful one. The more your onboarding approaches are



streamlined, reasonable, and well-informed by your users’ requirements, the
better the time to value will be.

Above all, remember that the best time to value is achieved when your onboard-
ing friction is balanced with optimal security. You don't want your user onboard-
ing processes to cover anything more or anything less than they need to cover.
For instance, if the prospective user has already put the time into providing their
personally identifiable information (PII) for ID verification purposes, you need to
consider how much more friction they'll be willing to undergo.

The challenge for businesses looking for a streamlined user onboarding process is
balancing keeping onboarding friction levels low with having sufficient measures
in place to identify suspicious individuals, such as fraudsters aiming to carry out
multi accounting attacks.

The key to achieving this balance is making sure your onboarding involves fraud
checks with as few false positives and false negatives as possible.

There are two major reasons for this:

Limiting your false positives will combat the chances of your business
being subjected to high customer insult rates, where your prospective
users abandon the onboarding process because they feel falsely accused
of being a fraudster.

Limiting your false negatives will combat an even bigger threat to your
reputation, because such negative checks occur when fraudsters are
wrongfully allowed to complete your onboarding.

The best approach to reducing both false positives and false negatives is to scru-
tinize, as early as possible, the people wishing to be onboarded. With this in mind,
let’s look into how SEON can help you to optimize your user onboarding by allowing
you to gauge how safe (or indeed, dangerous!) an account is through its many
device fingerprinting and digital footprinting-based checks.
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How Do | Measure the
Effectiveness of User
Onboarding?

Many factors can help you determine if your user onboarding is effective. Often, these
go hand-in-hand with the things that make a business itself successful. Some of
the many examples include ROI, user interest, user retention, and conversion rates.

Let’s take a look at some of these factors:

ROI: If your product or service relies on income from your users, there should
be a wide gap in the ratio between the money you spend on implementing
your user onboarding and the money you make back once customers are
onboarded. The more money you make back, the more effective your user
onboarding has proved to be.

User interest: Positive feedback from customers who are being onboard-
ed, or have recently finished onboarding, is a sign that your processes are
both practical and worthwhile. If they are confusing and time-consuming
instead, users may not even finish onboarding — let alone take the time to
review their experience of it!

Conversion rates: A small gap between the number of your app/webpage
visitors and the number of people who sign up to your offering is a clear
indication that your user onboarding is successful. Remember that the very
beginning of an onboarding stage is the pre-signup stage, and an effective
one is reflected in attractive and informative online marketing and resources.

User retention: If your customers have stayed with your business for a long
time and are yet to churn, you have done a good job of both user onboarding
and continuous user onboarding. It means you've kept your users feeling
welcome and well-informed about how to use your product or service.

Low customer insult rates: Customer insult rates are an especially prob-
lematic example of customer churn. They involve your users not only aban-
doning your onboarding process, but being angered by how that process
went. This is usually a product of a false positive fraud check during the user
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onboarding security check stage. Many rejected users won't stick around to
defend themselves when they feel like they’'ve been wrongfully considered
suspicious. Naturally, the lower these rates are, the better your onboarding is!

The factors that reflect a successful user onboarding process are very similar to
the factors that show a successful business altogether. High profits, praise, and
loyalty — all mixed with a low churn rate — indicate an organization with effective
onboarding processes and business ethics.

How Can SEON Help Improve
Your User Onboarding?

SEON can help improve your user onboarding by helping you reduce your customer
churn rates — including the dreaded customer insult rate, which could otherwise
occur due to false positives and false negatives. SEON achieves this through its
dynamic friction, automation, and custom rules.

User onboarding is a two-way street. It is not just there to help your organization
keep your legitimate users accommodated, well-informed, and safe; it is also there
to protect your organization from the ones who aren’t legitimate.

SEON helps you achieve this by offering your
business the ability to limit friction based on
the following aspects:

Dynamic friction, which makes the stringency of security checks proportional
to each user’s fraud score. For example, much of SEON's data enrichment
stems from its ability to run social media checks and increase the friction
applied to those who don’'t have a social media presence.

Automation, the decision-making capabilities of which use both white-
box and blackbox machine learning to determine which fraud check-
ing rules should be applied to onboarded users based on their activities.
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Device fingerprinting, which focuses on the unique characteristics of
a person'’s device and browser configurations and helps you spot suspicious
behavior based on the resultant information.

In addition to all of these vital features are SEON’s custom rules. These allow you to
approve, reject, or review your onboarded users depending on whether they match
criteria that you set. SEON's custom rules are what make the security checks in your
onboarding processes tailormade to your needs.

Next up, we'll have a look at the top suggestions for such rules and why they can
enhance your onboarding security measures.

Top Three Rules for User
Onboarding

#1 User Is From a High-Risk Location

While a user’s location doesn’'t necessarily indicate suspicious activity, there are
some countries that have higher fraud rates than others.

SEON's IP geolocation capabilities mean that users who sign in from countries that
are considered high-risk can be flagged for your attention. For example, check out
the below screenshot, where a customer of SEON’s has set a rule parameter to look
out for any users who have an IP country that matches Russia:
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After you've launched your online user onboarding system, you will want to screen
your prospective new users, and checking their IP geolocation is a crucial part
of doing so. On top of this, one thing that works seamlessly with IP geolocation is
device fingerprinting, so let’'s now look into a core example of such fingerprinting:
device hashes.

#2 Multiple Users Have the Same Device Hash

As a software system with extensive device fingerprinting capabilities, SEON takes
stock of all manner of device characteristics, such as screen resolution and audio
and video inputs that are specific to the user’s browser.

All these details and more are observed by SEON, which uses the resultant informa-
tion to assign each user’s device a code, known as a device hash, to help identify
it. Using the Android/iOS software development kit (SDK), you get a unique iden-
tifier assigned to a customer’s device. This makes it easy to spot if two seemingly



separate customer IDs are connected to exactly the same cellphone or laptop.

This could be a sign of a potential fraud ring, because it's evidence that multiple
people are using one device, potentially even an emulator or a virtual machine,
to try to appear as completely unique account logins — when in actual fact they
could be attempting such crimes as multi accounting attacks.

The screenshot below shows how you can apply device hash and user ID checks
as a custom rule:

Rule settings ID 1000944

Turn on rule @ No Expiration @

Name * Action @ Category @

multiple users have the same device hash State List + 20 Uncategorized

Rule parameters
LECT ARAME ; ’vi‘o ADD \RAME F M TEMPL E o

Select a parameter type OR Browse our templates

AND Clear all
AND Delete group

i Number of unique User ID in the last 1 day in current and previous transactions where Device hash is equal to current value is greater than 1

In this example, the user has set SEON’s software to provide a fraud risk score of
20 whenever it encounters multiple user IDs that all have the same device hashes.
Applying such a rule will be highly beneficial when offering your user onboarding
because it will help you determine the likelihood that fraudsters may be working
together to abuse your onboarding and account login systems.

#3 User s a PEP

Even if a user appears to have an unsuspicious IP geolocation and device finger-
print, there are still precautions that must be taken in terms of the user themself.
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A politically exposed person is an example of this, because whether or not a PEP is
corrupt, they still have a higher risk than average members of the public of being
subjected to — or even outright responsible for — account takeover (ATO) attacks
and money laundering schemes.

The below screengrab reflects the fact that SEON can run checks on PEP lists and
help you determine users'’ risk levels based on the results:

Rule parameters

Customer has Ebay and Go jle accounts,
the item name contains the word "iPhone

nd the card BIN number is 430023

In this instance, the SEON customer has chosen to have the software put a user in
the REVIEW status if they’re found to be a match on a PEP list. This is a worthwhile
way to apply a proportionate amount of friction without running the risk of losing
a potential customer altogether. After all, a politically exposed person is far from
a surefire threat, but it certainly pays dividends to review their profile, given their
presence in the public eye.

The result of this and the above two rules is that SEON allows you to learn about
a user’s location and device hash and gain an understanding of the background
of the user themself. This empowers you to provide your users with a secure and
well-informed user onboarding offering that covers multiple angles.
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Ultimately, SEON is designed to help you gauge your users' risk levels based on their
IP geolocation, device fingerprint, and PEP status. These factors and more will assist
you in achieving a safe and efficient user onboarding process.

Sources
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